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Senior Systems Engineer

	Job details 

	Directorate: 
	 Technology & Data

	Department: 
	
Infrastructure Team
	Team:
	IT Operational Services
	Grade: 
	Specialist  B
	Reports to:
	Infrastructure Services Manager

	Line management responsibilities:
	No
	Location:
	London


Role overview
	The Senior Systems Engineer works alongside three Senior Systems Engineer and a Network Infrastructure Engineer and is responsible for building, designing, implementing, maintaining and supporting the organisation’s cloud infrastructure and network estate.  The Senior Systems Engineer will ensure all services are fully optimised and supported as part of weekly rota duties and collaborate on delivery with internal and external teams and partners, third parties and project teams to build and implement new solutions.  The Senior Systems Engineer will work collaboratively with colleagues, sharing knowledge and innovative solutions to support the organisations strategic vision and objectives. 



Core duties of the role:
The post holder will:
	· Delivery and support of Azure cloud platform covering application, infrastructure and network services.
· Provide technical support and advice throughout the product lifecycle.   Ensuring IT services are well maintained and continue to meet customer demands.
· Provide 3rd line support and technical escalation, Incident response and problem management.
· Raise and implement technical changes following Information Technology Infrastructure Library (ITIL) best practice.
· Participate in service transition and continual service improvement.
· Work closely with internal IT teams and external suppliers who maintain many of our systems; ensuring technical implementations are well delivered, fully documented and meet the required service levels.
· Work and collaborate on projects to update existing services and implement new deliverables.
· Work with suppliers and solution architectures to develop and maintain technical roads map.
· Monitor capacity and availability management to agreed service levels
· Maintain documentation and contribute to knowledge base. 
· Proactively share knowledge and collaborate within the team and across the Technology and Data Directorate and other internal and external teams/partners. 



Skills and attributes:

	 Criteria (knowledge, skills and attributes)
	Assessment stage

	Substantial experience in technical services delivery and support
	Application Form/Interview

	Experience of supporting Azure Cloud service, Azure AI and systems Engineering 
	Application Form/Interview

	Knowledge of Identity services, PIM, DC, AD, Entra ID, Microsoft external ID and B2C.

	Application Form/Interview

	Experience of using Dev Ops, building CI/CD Pipelines, infrastructure as code 

	Application Form/Interview

	Knowledge of Github, Terraform, Bicep and or PowerShell scripting
	Application Form/Interview

	Knowledge of implementing and supporting Serverless, Web Apps, Function & logic apps.

	Application Form/Interview

	Knowledge of ITIL best practices, and Azure cloud adoption framework	
	Application Form/Interview

	Experience of administering or supporting  Microsoft SQL server.
	Application Form/Interview

	Microsoft certified in Azure Fundamentals and Azure Administrator (AZ104)	
	Application Form/Interview

	Network support, familiar with Cisco, Meraki, CATO, SD-Wan technology, WAF and Front door
	Application Form/Interview

	Familiar with, ReCAPTCHA or Cloudflare technologies

	Application Form/Interview

	Experience of implementing and supporting event monitoring tools 
	Application Form/Interview

	Experiencing of supporting Windows OS, Server, Desktop M365, D365. Mac OIntune, Purview, Sentinel and Defender

	Application Form/Interview

	Extensive experience of using traditional and cloud-based infrastructure and applications
	Application Form/Interview

	Solid experience of building strong relationships with key stakeholders including internal support team, external partners and third parties

	Application Form/Interview

	Strong analytical and problem-solving skills, collaborative and results oriented approach towards issue resolution

	Application Form/Interview

	Ability to communicate confidently and effectively with technical and non-technical stakeholders at all levels in the organisation

	Application Form/Interview

	Strong interpersonal skills with the ability to build good relationships at all levels
	Application Form/Interview

	Ability to work collaboratively with internal support staff and with external partners and third parties to build effective relationships
	Application Form/Interview

	Experience in delivering technical projects, sharing knowledge and ideas with stakeholders
	Application Form/Interview

	Experience of disaster recovery, and processes followed to ensure services are recoverable.

	Application Form/Interview
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